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1. English

1.1. Introduction

Mobile Cipher is application for smart phones that brings personal security to a
new level. Since 19.08.2010 Mobile Cipher is available for free download at
Nokia Ovi Store .

The user can encode and decode personal data including text messages (SMS),
notes, calendar entries, web browsing data, etc. Copy and paste options can be
used to export or import data from other applications.

The friendly and simplified user interface provided nice user experience and
guaranties and reliable security of personal data. The background, fonts and
colors of the application are automatically set according the theme of the OS.

£ Mobile CGipher

]/\B]az-_.‘_lr—1

Options i i i Options

Compatibility to different themes

02:03 &

Mobile Cipher

=

Options

Landscape

Mobile Cipher at YouTube: http://www.youtube.com/watch?v=lInDmDrnvus
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1.2. System Requirements

U

Mobile Cipher is fully tested and compatible to the following operational systems

and devices.

0N

Devices

Symbian~1 (Symbian S60 5 ™ Edition)

Nokia 5235, Nokia C6-00, Nokia 5233, Nokia
5530 XpressMusic, Nokia 5228, Nokia 5800
XpressMusic, Nokia N97 mini, Nokia X6, Nokia
5230, Nokia 5250, Nokia N97

Symbian S60 3 " Edition Feature Pack 2

Nokia X5-01, Nokia 6220 classic, Nokia C5-00,
Nokia N96, Nokia X5-00, Nokia N78, Nokia C5-
01, Nokia 6702, Nokia 6700 slide, Nokia 5320
XpressMusic, Nokia E73, Nokia 6788, Nokia
E71x, Nokia 6720 classic, Nokia 6730 classic,
Nokia E5-00, Nokia E75, Nokia 6650 fold,
Nokia E72, Nokia 6790 Surge, Nokia 5630
XpressMusic, Nokia 5730 XpressMusic, Nokia
E55, Nokia N86 8MP, Nokia E52, Nokia N79,
Nokia 6650 Fold AT;&T, Nokia 6790 Slide,
Nokia 6788i, Nokia 6710 Navigator , Nokia
N85, Nokia 6760 slide, Nokia 6210 Navigator

Symbian S60 3 "! Edition Feature Pack 1

Nokia E90 Communicator, Nokia 6124 classic,
Nokia N82, Nokia E51, Nokia N95 8GB, Nokia
5700 XpressMusic, Nokia 6290, Nokia N95,
Nokia E66, Nokia E71, Nokia N81 8GB, Nokia
N81, Nokia 6121 classic, Nokia 6110
Navigator, Nokia 6120 classic, Nokia N76,
Nokia E63

Mobile Cipher is also compatible with devices from other vendors (Sony
Ericsson, Samsung) and OS Symbian S60 3™ edition but it has not been fully

tested on them.
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Download Mobile Cipher on your device from Nokia Ovi Store
(http://store.ovi.com/content/50365) and follow the instructions to complete the
installation.

1.3. Installation

e Install

Mobile Cipher
» SHOFELOVT.COMm

* Add Mobile Cipher Shortcut on the Home Screen

It is recommended to add Mobile Cipher shortcut on the home screen in order to
have quick access to the application. Enter Setting > Personal > Home screen
> Shortcuts. Choose a shortcut position and select Application > Mobile
Cipher.

(219 M-Tet 86

Tue 15/06/2010

Yl =

B Next entry on Th, :‘i’7/06

Shortcut of Mobile Cipher on the Home Screen

e Uninstall

To uninstall Mobile Cipher run Symbian Application Manager. Locate Mobile
Cipher at Installed apps and select uninstall.
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Encode a message with a secret key. The user must remember the key because
it is needed for decoding.

1.4. Options

« Encode

Mobile Cipher

]

[Secret message

Show open apps. &
fncode

Decode

Send as SMS

Copy

Paste

Clear Screen

About

Options Select

Mobile Gpher nu =
\a abc [}

MzQxMjMwU2VjcmV0IG1
Ic3NhZ2U3

..,
PR w - = e
MYWEW- o / \

1 T - ~

Secret Key:

Cancel Options

Encode plain text with secret key
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 Decode

Decode a message with the secret key used for the encoding.

Show open apps.

Encode

Send as SMS

Copy
Paste

Clear Screen Secret Key:

About

Select Cancel

Decode a message

+ Send as SMS
Send text that is displayed on the screen as SMS.

B Text message

132(1)

IS S

Show open apps. MzExMjM2U2VjcmV0I61lc3NhZ2Uz

Encode

Decode

Copy
]

Clear Screen

About 1

Select Options

Send secret message as SMS

 Copy

Copy all text content to clipboard. This feature should be used to export data to

other applications.
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Paste text from clipboard. This feature should be used to import data from other
applications.

e Paste

Show open apps.

Encode
Decode
Send as SMS
Copy

Clear Screen

About

Select

Copy, Paste and Clear Screen

* Clear Screen

Truncate the message by cleaning all characters on the screen.
* About

Show general information about Mobile Cipher .

Mobile Cipher

Version 1.0.1
© 2010 Leon Anavi
All Rights Reserved

About
+ Exit
Click to exit Mobile Cipher .
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You might get certificate during installation error if the application is not signed
for your device. Please contact your application supplier.

1.5. Troubleshooting

* Certificate Error

* Message is empty
Make sure that the message you want to encode, decode or copy is not empty.
* Input data is corrupted

The data provided for decoding must be correct. Check the content of the
message. It should be successfully encoded before that.

Input data is corrupted. A

Error message

* Wrong secret key

Mobile Cipher was unable to decode message with the provided secret key. Try
with another key.

» Latin letters, digits and punctuation characters ar e permitted

Mobile Cipher supports only Latin letters, digits and punctuation characters.
Make sure not to enter other characters.
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2. bbrnrapcku

2.1. BbBepeHue

Mobile Cipher e ygoGHO npunoxeHne 3a CMapTOHKW, KOETO WU3BMCsBa
nepcoHanHata CUrypHocT Ha HoBO paBHuwe. OT 19.08.2010r Mobile Cipher e
HaymyeH 3a 6e3nnartHo ceansHe oT Nokia Ovi Store .

MNMoTpebuTenat Moxe Oa Koavpa M Aekogupa NWYHU OaHHW, BKIHOYUTENHO
TeKCToBM cbobLeHns (SMS), cbbuTua oT KaneHgapa, gaHHu ot yeb 6poysbp u
Aap. Onuunte Copy u Paste morat ga 6bAaTt M3non3BaHWM 3a eKCcnopTupaHe U
MMNOPTUPaHe Ha OaHHW OT APYrv NPUNOXKEHUS.

OpyxentobHuAT 1 onpocTeH  noTpebuTenckn uHTepdenc  ocurypsiea
yAOBMETBOPEHME Ha NOTpebutenss n rapaHTUpa BUCOKA CUTYPHOCT Ha NUYHUTE
AaHHU. POHBT, WPUEPTOBETE U LIBETOBETE Ha MPUIIOXEHMETO Ce HacTpouBaT
aBTOMaTM4HO KbM TemaTa Ha OC.

£ Mobile Gpher 0 % = Mobile Ciphe o F

.;.

[ = |
ﬂWﬂHﬂﬂﬂﬂﬂﬂ\ olW/E |8 T % v
A

CaomnonEEm [s)o Ie/e
BEErIunEEm 2{x/c|v]e
8 5 e e

l A f1x|az

Vu

w1

Options i i i Options

CbBMeCcTUMOCT C pa3nnyHm Temu

7 Moblle upher

Options

Men3axHo pa3nonoxxeHne Ha NPUNOXEHNETO

Mobile Cipher B YouTube: http://www.youtube.com/watch?v=IInDmDrnvus
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2.2. CucTteMHU U3NCKBaHUA

U

Mobile Cipher e cbBMecTUM CbC cnegHuTe onepauyMoHHM CUCTEMU WU

yCTpoOuCTBa.

0N

Symbian~1 (Symbian S60 5 ™ Edition)

Devices

Nokia 5235, Nokia C6-00, Nokia 5233, Nokia
5530 XpressMusic, Nokia 5228, Nokia 5800
XpressMusic, Nokia N97 mini, Nokia X6, Nokia
5230, Nokia 5250, Nokia N97

Symbian S60 3 " Edition Feature Pack 2

Nokia X5-01, Nokia 6220 classic, Nokia C5-00,
Nokia N96, Nokia X5-00, Nokia N78, Nokia C5-
01, Nokia 6702, Nokia 6700 slide, Nokia 5320
XpressMusic, Nokia E73, Nokia 6788, Nokia
E71x, Nokia 6720 classic, Nokia 6730 classic,
Nokia E5-00, Nokia E75, Nokia 6650 fold,
Nokia E72, Nokia 6790 Surge, Nokia 5630
XpressMusic, Nokia 5730 XpressMusic, Nokia
E55, Nokia N86 8MP, Nokia E52, Nokia N79,
Nokia 6650 Fold AT;&T, Nokia 6790 Slide,
Nokia 6788i, Nokia 6710 Navigator , Nokia
N85, Nokia 6760 slide, Nokia 6210 Navigator

Symbian S60 3 "! Edition Feature Pack 1

Nokia E90 Communicator, Nokia 6124 classic,
Nokia N82, Nokia E51, Nokia N95 8GB, Nokia
5700 XpressMusic, Nokia 6290, Nokia N95,
Nokia E66, Nokia E71, Nokia N81 8GB, Nokia
N81, Nokia 6121 classic, Nokia 6110
Navigator, Nokia 6120 classic, Nokia N76,
Nokia E63

Mobile Cipher e cbLLO Taka CbBMECTUM C YCTPOMUCTBA OT APYrM NPOU3BOANTENN
(Sony Ericsson, Samsung) 1 OC Symbian S60 3" edition, HO He e HaniinHo

TeCTBaH C T4X.

© 2010 Leon Anavi All rights reserved.
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Ceanete Mobile Cipher Ha Bawwuar TenedoH oT Nokia Ovi Store
(http://store.ovi.com/content/50365) wn crnegBamTe WHCTPyKUuMMTe, 3a [ga
3aBbpLUNTE MHCTanaumsaTa.

2.3. WHcTanauwus

*  WHcTanupaHe

Mobile Cipher

» SHOFELOVT.COMm

» [o6aBeTe npsk NbT KbM Mobile Cipher Ha OCHOBHUSA eKpaH

MpenopbuntenHo e aa gobasute npak NbT kbM Mobile Cipher Ha OCHOBHMAT
eKkpaH, 3a ga umate 6bp3 JOoCcTbN OO0 MpuroxeHueTo. Bneste B Setting >
Personal > Home screen > Shortcuts. WM3bepeTe no3numst n cenekTnpamte
Application > Mobile Cipher

£(219 M-Teibo
Tue 15/06/2010

Yl =

B Next entry on Th, :‘i’7/06

Mobile Cipher Ha OCHOBHMAT eKkpaH
 [euHcTanauus

3a pa peuvHctanupate Mobile Cipher nycHeTe Symbian Application Manager.
HamepeTte Mobile Cipher B Installed apps u HaTucHeTe uninstall.
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KogupavTte cbobLieHne cbe cekpeTeH Kntod. [oTpebutenaT Tpsabea ga 3anomHm
KMoya, 3alloTo e Heobxoaum 3a AekoanpaHe.

2.4. Onuumn

 Kopaupane

Mobile Cipher

]

[Secret message

Show open apps. &
fncode

Decode

Send as SMS

Copy

Paste

Clear Screen

About

Options Select

Mobile Gpher nu =
\a abc [}

MzQxMjMwU2VjcmV0IG1
Ic3NhZ2U3

..,
PR w - = e
MYWEW- o / \

1 T - ~

Secret Key:

Cancel Options

Ko.quaHe Ha TeKCT CbC CeKpeTeH K4
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[ekognpante cbobLeHnE CbC CEeKpEeTHUA KIoY, U3MNoJi3BaH 3a KoaunpaHe.

* [NekoaupaHe

Show open apps.

Encode

Send as SMS

Copy
Paste

Clear Screen Secret Key:

About

Select Cancel

HekoanpaHe Ha cbobLEeHne

* Wsnpatu kato SMS
M3npaTteTe TekcTa Ha ekpaHa kato SMS.

£ HE Text message
¥ 132(1)

I

Show open apps. MzExMjM2U2VjcmV0I61lc3NhZ2Uz

IS S

Encode

Decode

Copy
]

Clear Screen

About 1

Select Options

M3npawaHe Ha ceKpeTHO cbobLleHne kato SMS

 Copy

KonunpanTte usanoTo cbabp)XaHne Ha TeKCTa B nameTTa. Ta3m Bb3MOXHOCT MOXe
Aa 6bae nuanonseaHa 3a eKcnopTupaHe Ha AaHHU KbM OPYr NMPUNOXeHN4.
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U

MocTtaBeTe TEKCT OT nameTtTa. Tasm Bb3MOXHOCT Tpﬂ6Ba Aa 6baoe msnona3saHa

npun nMnopTnpaHe Ha AaHHU OT APYIrn NPUoXeHua.

Show open apps.

Encode
Decode
Send as SMS
Copy

Clear Screen

About

Select

Copy, Paste u Clear Screen

e Clear Screen

NaTtpuinte CbOobLEHMETO KaTo npemMaxHeTe BCUYKN 3HaAUMN Ha eKpaHa.

* About
lMokasBea obwa nHdopmaums 3a Mobile Cipher .

Mobile Cipher

Version 1.0.1
© 2010 Leon Anavi
All Rights Reserved

O6wa nHcdopmauus
» Exit
HaTtucHeTe, 3a na unanesete ot Mobile Cipher .

© 2010 Leon Anavi All rights reserved.
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Ybenete ce, 4ye CcbOOLIEHNETO, KOETO MCKaTe Aa Koauparte, Aekogupare wunm
KonupaTe He e NpasHo.

2.5. OTCTpaHHBaHe Ha Hen3npaBHOCTU

* Message is empty

* Input data is corrupted

HaHHuTe npepoctaBeHW 3a pgekogupaHe TpsabBa pga  O6boaT  KOPEKTHW.
[MpoBepelle cbabpXaHMETO Ha cbobueHneTo. To TpsAbBa ga e 6uno ycnewHo
KogMpaHo npeau Toea.

Input data is corrupted. A

Error message
* Wrong secret key

Mobile Cipher He e ycnan ga gekoguMpa CboOLWEHMETO C NpefocTaBeHus
cekpeTeH kntod. OnutanTe ¢ gpyr KIou.

» Latin letters, digits and punctuation characters ar e permitted

Mobile Cipher nopgabpxa camo natMHCKM OykBW, UMPPU U NYHKTYaLWUOHHU
3Haun. Mons, ybegete ce, 4e He CTe M3Non3Bany Apyru 3Haum.

Document History
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